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E-SAFETY POLICY 
(Includes the acceptable use policy)  
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Vision Phrase 
 

‘Aim high and smile’ 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
We are committed to safeguarding and ensuring the health, 
safety and well-being of all pupils in accordance with 
safeguarding procedures and guidance for staff outlined in the 
school’s Health and Safety, Child Protection, Security and 
Safeguarding policies. 
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Policy for E-Safety 
 
 
 

1. What is e-safety? 

E-Safety covers issues relating to children and young people as well as adults and their safe use of 
the Internet, mobile phones and other electronic communications technologies, both in and out of 
school. It includes education for all members of the school community on risks and responsibilities 
and is part of the ‘duty of care’ which applies to everyone working with children. 

 

2. Why e-safety education is important 
 

Schools and other settings must decide on the right balance between controlling access to the 
internet and technology, setting rules and boundaries and educating students and staff about 
responsible use. Schools must be aware that children and staff cannot be completely prevented 
from being exposed to risks both on and offline. Children should be empowered and educated so 
that they are equipped with the skills to make safe and responsible decisions as well as to feel able 
to report any concerns. All members of staff need to be aware of the importance of good e-safety 
practice in the classroom in order to educate and protect the children in their care. Members of 
staff also need to be informed about how to manage their own professional reputation online and 
demonstrate appropriate online behaviours compatible with their role. 
 
We understand that online technology is becoming an increasingly normal part of every-day life 
and there are the possibilities that a pupil may find themselves in a situation where parental 
controls and restrictions to online content are not in place.  
 
The education of pupils in e-safety is therefore an essential part of the school’s e-safety provision. 
Children and young people need the help and support of the school to recognise and avoid e-
safety risks and build their resilience.  
 

 

3. Why we use online content 

New technologies have become integral to the lives of children and young people in today’s 
society, both within schools and in their lives outside school. The internet and other digital 
information and communications  technologies are powerful tools, which open up new 
opportunities for everyone. These technologies can stimulate discussion, promote creativity and 
stimulate awareness of context to promote effective learning. They also bring opportunities for 
staff to be more creative and productive in their work.  All users should have an entitlement to 
safe internet access at all times.  

 

4. The Scope of our E-safety Policy 
 

This policy applies to all members of the school (including staff, students / pupils, volunteers, 
parents / carers, visitors, community users) who have access to and are users of school ICT 
systems, both in and out of the school premises. 
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The Education and Inspections Act 2006 empowers Head Teachers to such extent as is reasonable, 
to regulate the behaviour of students / pupils when they are off the school site and empowers 
members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to 
incidents of cyber-bullying, or other e-safety incidents covered by this policy, which may take 
place outside of the school, but is linked to membership of the school. The 2011 Education Act 
increased these powers with regard to the searching for and of electronic devices and the deletion 
of data (see appendix for template policy). In the case of both acts, action can only be taken over 
issues covered by the published e-safety Policy.  
 
The school will deal with such incidents within this policy and associated behaviour and anti-
bullying policies and will, where known, inform parents / carers of incidents of inappropriate e-
safety behaviour that take place out of school. 
 
 

5. How we teach E-safety 
 

E-safety is a focus in all areas of the curriculum and staff reinforce e-safety messages across the 
curriculum. The e-safety curriculum is broad, relevant and provide progression, with opportunities 
for creative activities and will be provided in the following ways:   
 

• A planned e-safety curriculum is provided as part of the Computing curriculum and is 
regularly revisited.  
 
• Key e-safety messages are reinforced as part of a planned programme of assemblies and 
class group times.  
 
• Pupils will be taught in all online lessons to be critically aware of the materials /  
content they access on-line and be guided to validate the accuracy of information.  
 
• Pupils will be taught to acknowledge the source of information used and to respect 
copyright when using material accessed on the internet  
 
• Pupils should be helped to understand the need for the pupil Acceptable Use Agreement 
and encouraged to adopt safe and responsible use both within and outside school  
 
• Staff should act as good role models in their use of digital technologies, the internet and 
mobile devices  
 
• In lessons where internet use is pre-planned, it is best practice that pupils should be 
guided to sites checked as suitable for their use and that processes are in place for dealing 
with any unsuitable material that is found in internet searches.  
 
• Where pupils are allowed to freely search the internet, staff should be vigilant in 
monitoring the content of the websites the young people visit.  
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6. Our Acceptable Use policies (AUP) 
 

All members of the school, (staff, pupils, parents, guest users) are asked to sign an acceptable use 
policy. Different roles within the school have different acceptable use policies.  

 
 

7. Use of digital and video images  
 

The development of digital imaging technologies has created significant benefits to learning, 
allowing staff and pupils instant use of images that they have recorded themselves or downloaded 
from the internet. However, staff, parents / carers and pupils need to be aware of the risks 
associated with publishing digital images on the internet. Such images may provide avenues for 
cyberbullying to take place. Digital images may remain available on the internet forever and may 
cause harm or embarrassment to individuals in the short or longer term. It is common for 
employers to carry out internet searches for information about potential and existing employees. 
The school will inform and educate users about these risks and will implement policies to reduce 
the likelihood of the potential for harm: 
  

- When using digital images, staff should inform and educate pupils about the need to have 
the permission of others to use their picture. 

 
- In accordance with guidance from the Information Commissioner’s Office, parents / carers 

are welcome to take videos and digital images of their children at school events for their 
own personal use (as such use in not covered by the Data Protection Act). To respect 
everyone’s privacy and in some cases protection, these images should not be published / 
made publicly available on social networking sites, nor should parents / carers comment on 
any activities involving other pupils in the digital / video images. 

 
- Staff and volunteers are allowed to take digital / video images to support educational aims, 

but must follow school policies concerning the sharing, distribution and publication of 
those images. Those images should only be taken on school equipment, the personal 
equipment of staff should not be used for such purposes. 

 
- Care should be taken when taking digital / video images that students / pupils are 

appropriately dressed and are not participating in activities that might bring the individuals 
or the school into disrepute. 

 
- Students / pupils must not take, use, share, publish or distribute images of others without 

their permission. 
 

- Photographs published on the website, or elsewhere that include students / pupils will be 
selected carefully and will comply with good practice guidance on the use of such images.  

 
- Students’ / Pupils’ full names will not be used anywhere on a website or blog, particularly 

in association with photographs. 
 

- Written permission from parents or carers will be obtained before photographs of students 
/ pupils are published on the school website and parents will be asked to give written 
permission for the use of their child’s image to be used by any outside agency. 
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8. School Actions & Sanctions  
 

It is more likely that the school will need to deal with incidents that involve inappropriate rather 
than illegal misuse. It is important that any incidents are dealt with as soon as possible in a 
proportionate manner, and that members of the school community are aware that incidents have 
been dealt with. It is intended that incidents of misuse will be dealt with through normal 
behaviour / disciplinary procedures as follows:  
 
Staff 

Staff Incidents Refer to 
line 
manager 

Refer to 
Head-
teacher  

Refer to 
Local 
Authority 
/HR 

Refer to 
Police 

Refer to 
Technical 
Support 
Staff for 
action re 
filtering 
etc 

Warning Suspension Disciplinary 
action 

Deliberately accessing or trying to access 
material that could be considered illegal (see list 
in earlier section on unsuitable / inappropriate 
activities). 

X X X X X  X X 

Inappropriate personal use of the internet / social 
media / personal email X X   X X   
Unauthorised downloading or uploading of files X X    X   
Allowing others to access school network by 
sharing username and passwords or attempting 
to access or accessing the school network, using 
another person’s account 

X X   X    

Careless use of personal data eg holding or 
transferring data in an insecure manner  X    X X X 
Deliberate actions to breach data protection or 
network security rules  X X  X X X X 
Corrupting or destroying the data of other users 
or causing deliberate damage to hardware or 
software 

 X  X  X X X 

Sending an email, text or message that is 
regarded as offensive, harassment or of a bullying 
nature 

 X X      

Using personal email / social networking / instant 
messaging / text messaging to carrying out digital 
communications with students / pupils 

 X    X   

Actions which could compromise the staff 
member’s professional standing X X    X   
Actions which could bring the school / academy 
into disrepute or breach the integrity of the ethos 
of the school / academy 

X X    X  X 

Using proxy sites or other means to subvert the 
school’s / academy’s filtering system  X   X  X X 
Accidentally accessing offensive or pornographic 
material and failing to report the incident X X       
Deliberately accessing or trying to access 
offensive or pornographic material  X X     X 
Breaching copyright or licensing regulations  
Continued infringements of the above, following 
previous warnings or sanctions 

 X X     X 

 
 
 
 
 
 
 
 
Pupil Sanctions 
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Pupil Incidents 
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Deliberately accessing or trying to access 
material that could be considered illegal (see list 
in earlier section on unsuitable / inappropriate 
activities). 

 X X X  X   x 

Unauthorised use of non-educational sites during 
lessons X X       X 
Unauthorised use of mobile phone / digital 
camera / other mobile device X X X      x 
Unauthorised use of social media / messaging 
apps / personal email  X X X   X   x 
Unauthorised downloading or uploading of files  X X X     X   x 
Allowing others to access school network by 
sharing username and passwords  
 

X X X  X X   x 

Attempting to access or accessing the school 
network, using the account of a member of staff  
 

X X X   X X   x 

Corrupting or destroying the data of other users  
 X X X  X X   X 
Sending an email, text or message that is 
regarded as offensive, harassment or of a bullying 
nature  
 

X X X   X   X 

Continued infringements of the above, following 
previous warnings or sanctions  
 

X X X   X   X 

Actions which could bring the school into 
disrepute or breach the integrity of the ethos of 
the school  
 

X X X   X   X 

Using proxy sites or other means to subvert the 
school’s / academy’s filtering system  
 

X X X   X   X 

Accidentally accessing offensive or pornographic 
material and failing to report the incident  
 

X X X  X X    

Deliberately accessing or trying to access 
offensive or pornographic material  X X X  X X   X 
Receipt or transmission of material that infringes 
the copyright of another person or infringes the 
Data Protection Act  

  X  X X   X 

 

9. The use of school equipment for personal or non-educational use. 
 

If any school equipment is being taken off site permission must first be sought from a member of 
the senior leadership team. School laptops and devices may be used for personal use but the 
person responsible for the borrowing of the equipment is personally responsible for all 
inappropriate use of the device. This means that if inappropriate material is accessed or found on 
a device belonging to school the borrower is personally liable even if it was not as a direct result of 
their own actions. The borrower cannot allow anyone else, other than WHIS employees to use the 
device. 
If any school equipment is removed from the site and is then subsequently damaged the school 
may, if deemed appropriate, ask the borrower to pay for repairs or replacement.  
 

10. The use of email 
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All staff are provided with their own school based email account and this should be used in all 
instances to communicate with parents/carers, pupils and other professionals for any official 
school business. This is important for confidentiality and security and also to safeguard members 
of staff from allegations. 
The school and local authority retain the right to monitor the use of email by its staff and these 
email accounts are not to be considered private. 
Children will not be provided with their own personal email accounts but instead Whole -class or 
group email addresses will be used for communication outside of the school.  
 

11. The school website 
 

The school website is a reflection of the school and must remain professional. Publication of any 
information online should always be considered from a personal and school security viewpoint. 
 

- The contact details on the website should be the school address, email and telephone 
number. Staff or pupils’ personal information must not be published. 
 

- The head teacher will take overall editorial responsibility for online content published by 
the school and will ensure that content published is accurate and appropriate. 
 

- The school website will comply with the school’s guidelines for publications including 
respect for intellectual property rights, privacy policies and copyright 
 

- Written permission from parents or carers will be obtained before images/videos of pupils 
are electronically published. 
 

- Pupils’ full names will not be used anywhere on the website, particularly in association 
with photographs. 
 

- Written permission from parents or carers will be obtained before images/videos of pupils 
are electronically published. 

 
 

12.  The use of social media 
 

As a school we feel our children are too young to be exposed to social media and this is therefore 
not taught as part of our computing curriculum. Access to social media websites will be blocked 
for children within school. 
However, we are aware that some children may have access to social media sites out of school so 
we will continue to talk and discuss with our children as part of our e-safety curriculum the 
necessity not to give out personal information and to remember that information shared on 
personal media websites may be subject to misuse. 
 
We will advised pupils never to give out personal details of any kind which may identify them 
and/or their location. Examples would include real name, address, mobile or landline phone 
numbers, school attended, IM and email addresses, full names of friends/family, specific interests 
and clubs etc. 
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All members of the school community are advised not to publish specific and detailed private 
thoughts, especially those that may be considered threatening, hurtful or defamatory. 
 
Concerns regarding students’ use of social networking, social media and personal publishing sites 
(in or out of school) will be raised with their parents/carers, particularly when concerning 
students’ underage use of sites. 
 
Staff personal use of social networking, social media and personal publishing sites will be 
discussed as part of staff induction and safe and professional behaviour will be outlined in the 
school Acceptable Use Policy. 
 

13. How will filtering be managed? 
 

Our school internet access is currently managed by the Local Authority and our ICT Technicians 
 
It is important that we recognise that filtering is not 100% effective. There are ways to bypass 
filters (such as using proxy websites, using a device not connected to the network e.g. mobile 
phone).  
 
Occasionally mistakes may happen and inappropriate content may be accessed. It is therefore 
important that children should always be supervised when using internet access and that 
Acceptable Use Policies are in place. In addition, Internet Safety Rules should be displayed, and 
both children and adults should be educated about the risks online. There should also be an 
Incident Log to report breaches of filtering or inappropriate content being accessed. Procedures 
need to be established to report such incidents to the senior management team, parents and the 
local authority (The Schools Broadband Service Desk or the e-Safety Officer) where appropriate.  
 
Websites which schools believe should be blocked centrally should be reported to the Schools 
Broadband Service Desk. Teachers should always evaluate any websites/search engines before 
using them with their students; this includes websites shown in class as well as websites accessed 
directly by the pupils. Often this will mean checking the websites, search results etc just before the 
lesson. Remember that a site considered safe one day may be changed due to the Internet being a 
dynamic entity. Particular attention should also be paid to advertisements as they can change 
each time the web page is accessed. 
 

- The school will have a clear procedure for reporting breaches of filtering. All members of 
the school community (all staff and all pupils) will be aware of this procedure. 
 

- If staff or pupils discover unsuitable sites, the URL will be reported to the School e-Safety 
Coordinator who will then record the incident and escalate the concern as appropriate. 
 

- The School filtering system will block all sites on the Internet Watch Foundation (IWF) list. 
 

- Changes to the school filtering policy will be risk assessed by staff with educational and 
technical experience prior to any changes and where appropriate with consent from the 
Senior Leadership Team. 
 

- The School Senior Leadership Team will ensure that regular checks are made to ensure that 
the filtering methods selected are effective. 
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- Any material that the school believes is illegal will be reported to appropriate agencies 

such as Internet Watch Foundation, Sussex Police or CEOP (Child Exploitation and Online 
Protection Centre): www.ceop.police.uk 
 

- The school’s access strategy will be designed by educators to suit the age and curriculum 
requirements of the pupils, with advice from network managers. 

 
 

14. The use of personal mobile devices on school premises 
 
As a school we do not permit children to use any personal mobile devices on the premises. In the 
rare situation where a child may have brought a mobile device onto the premises e.g. taking it 
with them after school to somebody else’s house this will be stored safely by the school staff. This 
will be out of direct access to the pupil and must be asked for at the end of the school day.  
 
The school accepts no responsibility for the loss, theft or damage of personal devices. Nor will the 
school accept responsibility for any adverse health effects caused by any such devices either 
potential or actual. 
 
Any parent who needs to communicate with their child during the school day will be advised to 
use the school’s phone number. 
 
Adults may bring personal mobile devices onto site for their own personal use. This use should 
always be within the school’s acceptable use policy and no photographs or videos of children may 
be taken on staff’s personal device. 
 
Within the school staff can ask for a guest pass to enable them internet access. Guest passes are 
available through the Technicians, e-safety coordinator and the school office. Details are recorded 
of all guest passes that have been issued and the school reserves the right revoked a guest pass at 
any point. 
 
Adults are expected to remain professional in their conduct and the use of mobile phones during 
lesson time is greatly disapproved and continued use may lead to disciplinary action. Any adult 
making or taking a personal phone call must be respectful of other people’s right to a professional 
working environment and it is advised such calls or interactions take place in private, for example 
in an empty room rather than corridors and the staffroom. School staff are advised to give the 
school’s main phone number as an emergency contact for their next of kin as this way important 
messages for staff will not go unnoticed during working hours. 
 
Adults should not use a personal mobile device to communicate with anyone in a professional 
context and instead should use school telephones and devices. 
 
 
 
 
 

15. How will the e-safety policy be implemented? 
 

http://www.ceop.police.uk/
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The e-safety policy will be distributed to staff as part of the policy pack that is to be read by all 
new members of staff and that is also read by each member of staff each year.  
 
To protect all staff and pupils, the school will implement Acceptable Use Policies. 
 
Staff will be made aware that Internet traffic can be monitored and traced to the individual user. 
Discretion and professional conduct is essential. 
 
Up-to-date and appropriate staff training in safe and responsible Internet use, both professionally 
and personally, will be provided for all members of staff. 
 
Staff who manage filtering systems or monitor ICT use will be supervised by the Senior Leadership 
Team and have clear procedures for reporting issues. 
 
The School will highlight useful online tools which staff should use with children in the classroom. 
These tools will vary according to the age and ability of the pupils. 
 
All members of staff will be made aware that their online conduct out of school could have an 
impact on their role and reputation within school. Civil, legal or disciplinary action could be taken 
if they are found to bring the profession or institution into disrepute, or if something is felt to have 
undermined confidence in their professional abilities. 
 

16. How we will ensure the e-safety policy is administered 
 

- All users will be informed that network and Internet use will be monitored. 
 

- An e–Safety training programme will be established across the school to raise the 
awareness and importance of safe and responsible internet use amongst pupils. 
 

- Pupil instruction regarding responsible and safe use will precede Internet access.  
 

- e-Safety rules will be posted in all rooms with Internet access. 
 

- Safe and responsible use of the Internet and technology will be reinforced across the 
curriculum and subject areas. 

 

17.  How we aim to enlist parental support for our e-safety approach. 
 

Internet use in pupils’ homes is increasing rapidly, encouraged by low cost access and 
developments in mobile technology. Unless parents are aware of the dangers, pupils may have 
unrestricted and unsupervised access to the Internet in the home. The school may be able to help 
parents plan appropriate, supervised use of the Internet at home and educate them about the 
risks. Parents should also be advised to check whether their child’s use elsewhere in the 
community is covered by an appropriate use policy.  
 

- Parents’ attention will be drawn to the school e–Safety Policy in newsletters, the school 
prospectus and on the school website. 
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- A partnership approach to e-Safety at home and at school with parents will be encouraged. 
This may include offering parent evenings with demonstrations and suggestions for safe 
home Internet use, or highlighting e–Safety at other attended events e.g. parent evenings 
and sports days. 

 
- Parents will be requested to sign an e–Safety/Internet agreement as part of the Home 

School Agreement. 
 

- Parents will be encouraged to read the school Acceptable Use Policy for pupils and discuss 
its implications with their children. 
 

- Information and guidance for parents on e–Safety will be made available to parents I a 
variety of formats. 
 

- Advice on useful resources and websites, filtering systems and educational and leisure 
activities which include responsible use of the Internet will be made available to parents. 
 

- Interested parents will be referred to organisations listed in the “e–Safety Contacts and 
References section”. 
 

 

Audit of e-safety Policy 
 

Date of latest update: Summer 2017 

Date of future review: Summer 2020 

The school e-safety policy was agreed by governors on: Summer 2017 

The policy is available for staff to access at: I:\Policies\School Policies\E-Safety Policy and Appendixes\E-
Safety Policy and a hard copy is available in the staff room 

The policy is available for parents/carers to access at: http://www.westhoveinfants.co.uk/wp-
content/uploads/sites/10/2015/04/E-Safety-Policy-1.pdf 

The responsible member of the Senior Leadership Team is: Lorna Cummings 

The governor responsible for e-Safety is: Abby Hedger-Jones (Communications Governor) 

The Designated Child Protection Coordinator is: David Knight 

The e-Safety Coordinator is: Kathy Bruce 

Were all stakeholders (e.g. pupils, staff and parents/carers) consulted with when updating the 
school e-Safety Policy? – Not parents or non teaching staff 

Y/N  

Has up-to-date e-safety training been provided for all members of staff? (not just teaching 
staff)Not been any e-safety training recently 

Y/N  

Do all members of staff sign an Acceptable Use Policy on appointment? Y/N 

Are all staff made aware of the schools expectation around safe and professional online behaviour? 
This is addressed in staff newsletter and staff have to read and agree to E-safety policy each year. 

Y/N  

Is there a clear procedure for staff, pupils and parents/carer to follow when responding to or 
reporting an e-Safety incident of concern? This is part of the e-safety polcy that all staff read and 
agree to each year. 

Y/N  

Have e-safety materials from CEOP, Childnet and UKCCIS etc. been obtained? We use online video’s 
form these to support children’s learning and their websites are listed under e-safety part of school 
website for parents to access. 

Y/N  

Is e-Safety training provided for all pupils (appropriate to age and ability and across all Key Stages 
and curriculum areas)? Built into scheme of work to be addressed each time children start working 
online and through-out the unit. 

Y/N  
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Are e-safety rules displayed in all rooms where computers are used and expressed in a form that is 
accessible to all pupils? E-safety rules in Suites and e-safety reminders in classrooms but not full 
rules as not space in class computer areas. 

Y/N  

Do parents/carers or pupils sign an Acceptable Use Policy? Yes as they join the school Y/N  

Are staff, pupils, parents/carers and visitors aware that network and Internet use is closely 
monitored and individual usage can be traced? Visitors might not be fully aware and maybe this 
should be added to volunteer info and a sign put in reception? 
 

Y/N  

Has an ICT security audit been initiated by SLT? Don’t know if we need one as Security overseen by 
technicians and meets LEA requirements. 

Y/N  

Is personal data collected, stored and used according to the principles of the GDPR Act? 
We are ensuring we are fully compliant. 

Y/N  

Is Internet access provided by an approved educational Internet service provider which complies 
with DfE requirements (e.g. KPSN)? Yes it’s provided by LEA 

Y/N  

Has the school filtering been designed to reflect educational objectives and been approved by SLT? 
Yes it’s provided by LEA 

Y/N  

Are members of staff with responsibility for managing filtering, network access and monitoring 
systems adequately supervised by a member of SLT? Don’t know if you monitor them or not? 

Y/N 

Does the school log and record all e-Safety incidents, including any action taken? 
We haven’t had any incidents recently. 

Y/N 

Are the Governing Body and SLT monitoring and evaluating the school e-Safety policy and ethos on 
a regular basis? Yes it’s reviewed in line with policy review timetable. 

Y/N 

 

E-Safety Contacts and References 
 
CEOP (Child Exploitation and Online Protection Centre): www.ceop.police.uk  
 
Local Authority e–Safety Officer,  
 
Childline: www.childline.org.uk  
 
Childnet: www.childnet.com  
 
Children’s Safeguards Team:  
 
Click Clever Click Safe Campaign: http://clickcleverclicksafe.direct.gov.uk  
 
Cybermentors: www.cybermentors.org.uk  
 
Digizen: www.digizen.org.uk  
 
EiS - ICT Support for Schools and ICT Security Advice: www.eiskent.co.uk  
 
Internet Watch Foundation (IWF): www.iwf.org.uk  
 
Sussex Police:  
 

http://www.ceop.police.uk/
http://www.childline.org.uk/
http://www.childnet.com/
http://clickcleverclicksafe.direct.gov.uk/
http://www.cybermentors.org.uk/
http://www.digizen.org.uk/
http://www.eiskent.co.uk/
http://www.iwf.org.uk/
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Sussex Safeguarding Children Board  
 
Kidsmart: www.kidsmart.org.uk 
 
Schools Broadband Service Desk -  
 
Teach Today: http://en.teachtoday.eu  
 
Think U Know website: www.thinkuknow.co.uk 
 
Virtual Global Taskforce — Report Abuse: www.virtualglobaltaskforce.com 
 
 

 
 

 

Appendixes 
 

Appendix 1 – Responding to Incident’s Flow Chart 
Appendix 2 – Teaching Staff Acceptable Use Policy 
Appendix 3 – Other Staff and Volunteers / Community 

Users Acceptable Use Policy 
Appendix 4 – Parent/Carer Acceptable Use Policy 
Appendix 5 – Pupil Acceptable Use Policy 
 
  

http://www.kidsmart.org.uk/
http://en.teachtoday.eu/
http://www.thinkuknow.co.uk/
http://www.virtualglobaltaskforce.com/
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Appendix One – Responding to Incidents 
 

Responding to incidents of misuse – flow chart 
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Record of reviewing devices / internet sites (responding to incidents of misuse) 

 
Group  

Date  

Reason for investigation  
 

 
Details of first reviewing person 
Name  

Position  

Signature  
 

 
Details of second reviewing person 
Name  

Position  

Signature  

 
Name and location of computer used for review (for web sites) 

 
 

 
Web site(s) address / device  Reason for concern 

  

  

  

  

  

 
Conclusion and Action proposed or taken 
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Appendix 2 
Teaching Staff Acceptable Use Policy agreement 

 

As a member of school staff I understand that I take responsibility for the following role in e-safety: 

 

Statement Notes Initialled 

to say read 

understood 

and 

agreed. 
I have read the e-safety policy.  This will be given as part of the induction 

pack and for other staff will be provided 
as part of the policy pack which is to be 
read each year. 

 

I have read, understood and signed the Staff 
Acceptable Use Policy (AUP) 

That is this list.  

I will report any suspected misuse or problem to the 
Head-teacher / Senior Leader ; E-Safety Coordinator / 
ICT Technicians for investigation / action / sanction 
as appropriate. 

If I know there to be an issue I will inform 
the relevant person. 

 

I agree that any digital communications with pupils / 
parents / carers should be on a professional level 
and only carried out using official school systems. 
Any such communication will be professional in 
tone and manner. 
 If I am friendly with parents /carers out of school I 
will remain professional in my conduct and respect 
all requirements for data and pupil protection. 
 
If a child joins our school which I have a legitimate 
pre-existing relationship with e.g. family or close 
friend I will inform the school of this relationship. 
Any digital communication with this child will be 
through the child’s parents and not to the child 
directly. 
 
I will not communicate with any past or present 
pupils, under the age of 16 using digital media. 

To use school email accounts to send 
school emails and if I have parent or 
carer as friends outside work I will not 
use my personal email etc. to talk about 
school issues. 

 

Teaching staff will ensure e-safety issues are 
embedded in all aspects of the curriculum and other 
activities. Other staff will support the teaching staff 
in ensuring that these activities are undertaken 
when directed to do so. 

I will ensure that my pupils are made 
aware of e-safety issues and will refer to 
these on a regular basis. 

 

I will ensure that pupils understand and follow the 
e-safety and acceptable use policies. 

Tell children what acceptable use is and 
deal with any incident where these rules 
are broken. 

 

When using internet devices I will teach children to 
begin to have a good understanding of research 
skills and the need to avoid plagiarism and uphold 
copyright regulations 

I will expect children to be able to say 
whether the work is their own or that of 
another person. As they move through 
the school they will be expected to begin 
to say where they found the information. 

 

they monitor the use of digital technologies, mobile 
devices, cameras etc in lessons and other school 
activities (where allowed) and implement current 
policies with regard to these devices 

When children in my care are using 
technology I will ensure they are properly 
supervised. 

 

In lessons where internet use is pre-planned students 
/ pupils should be guided to sites checked as suitable 

I will use trusted sites e.g. bbc, expresso 
etc where possible and if directing 
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for their use and that processes are in place for 
dealing with any unsuitable material that is found in 
internet searches 

children to a new site I will have checked 
they are suitable for the children’s use. 

I will only use school cameras or equipment to take 
photographs, videos or audio of children. I will only 
load the above onto a school computer, school 
memory stick or school laptop 

No use of own phones or cameras and 
not saved onto home computers or home 
devices. 

 

I will keep all passwords to school systems private 
and secure and if they are written down I will make 
sure they are not obvious what they are for. If I lose a 
list of passwords or feel others may know what they 
are I will change my passwords.  

Write down passwords without writing 
next to them what they are for. Try to 
disguise passwords e.g. as a phone 
number or word in sentence. 

 

I will lock PC screens before leaving the room Do not let other gain access to sensitive 
information 

 

I understand that if others access the school systems 
using my own personal password I personally could 
be liable for disciplinary action if anything malicious 
happens because of this access. 

Do not let others use your login details 
where possible. 

 

If I take photographs of children I will ensure they are 
suitably dressed and not partaking in activities which 
could bring themselves or the school into disrepute.  

For example - PE lessons are ok but not 
the children changing. If a photograph is 
of a child doing something they could be 
disciplined for then it should only be 
taken with permission of  senior leader 
e.g. swearing, fighting etc. 

 

I will not publish any pupil’s photographs on a website 
or social media site. If publishing on the school 
website I will have permission from the parents for 
the use of photographs in this way and I will not 
name any children in the photographs. 

e.g. If you go on a trip no pictures on 
Facebook etc. later on. 

 

I will not try to upload, download or access any 
materials which are illegal (child sexual abuse images, 
criminally racist material, adult pornography covered 
by the Obscene Publications Act) or inappropriate or 
may cause harm or distress to others. I will not try to 
use any programmes or software that might allow me 
to bypass the filtering / security systems in place to 
prevent access to such materials. 

The monitoring of the school system will 
mean that you will be found out of you 
are doing this. 

 

I know that any internet usage on school devices is 
monitored and therefore if I accidentally access any 
offensive or pornographic material I will report the 
incident to a senior leader. 

If you accidentally access inappropriate 
material and do not inform a senior 
leader you may be disciplined later for 
non-accidental access of the material. 

 

I will not send personal data over the internet or 
taken off the school site unless safely encrypted or 
otherwise secured. I will only transport, hold, disclose 
or share personal information about myself or others, 
as outlined in the School Workforce Privacy Notice  
Paper based Protected and Restricted data must be 
held in lockable storage. 

You need to save it on an encrypted 
memory stick, use a school laptop or use 
home access to access personal data 
whilst off the school site. 

 

I understand that data protection policy requires that 
any staff or pupil data to which I have access, will be 
kept private and confidential, except when it is 
deemed necessary that I am required by law or by 
school policy to disclose such information to an 
appropriate authority. 

  

I will not access, copy, remove or otherwise alter any 
other user’s files, without their express permission. 

  

I will communicate with others in a professional 
manner, I will not use aggressive or inappropriate 
language and I appreciate that others may have 
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different opinions. 

I will not engage in any on-line activity that may 
compromise my professional responsibilities. 

  

I will not open any hyperlinks in emails or any 
attachments to emails, unless the source is known 
and trusted , or if I have any concerns about the 
validity of the email (due to the risk of the attachment 
containing viruses or other harmful programmes) 

  

I will not install or attempt to install programmes of 
any type from a non-reputable and trusted site on a 
machine, or store programmes on a computer. If I am 
not sure about the suitability of any download I will 
refer the matter to a ICT technician to do this for me. 

The school system will not allow you to 
download and install some types of 
programs so need to get a technician to 
do this for you. If downloading other 
programs be aware that unless it is from 
a reputable site you could be opening up 
the school system to viruses. 

 

I will not disable or cause any damage to school / 
academy equipment, or the equipment belonging to 
others. 

Any damage caused must be reported 
and any malicious damage may lead to 
disciplinary action. 

 

I will ensure that I have permission to use the original 
work of others in my own work 

  

Where work is protected by copyright, I will not 
download or distribute copies (including music and 
videos). 

Making copies of items you would 
usually pay for and giving it to somebody 
else to use or own is illegal. E.g. burning 
a copy of a CD or DVD you have brought 
and giving to a friend. Copying software 
discs to home computers is not covered 
by our site licences. 

 

I understand that if I fail to comply with this 
Acceptable Use Policy Agreement, I could be subject 
to disciplinary action.  This could include a warning, a 
suspension, referral to Governors and / or the Local 
Authority and in the event of illegal activities the 
involvement of the police. 

Some breaches of this policy can result in 
further action being taken. See the e-
safety policy for more details. 
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Appendix 3 
Staff and Volunteers Acceptable Use Policy 

 

This Acceptable Use Policy is intended to ensure: 
 

• that staff and volunteers will be responsible users and stay safe while using the internet and other 

communications technologies for educational, personal and recreational use.  

• that school ICT systems and users are protected from accidental or deliberate misuse that could put 

the security of the systems and users at risk.  

• that staff are protected from potential risk in their use of ICT in their everyday work.  

The school will try to ensure that staff and volunteers will have good access to ICT to enhance their work, 
to enhance learning opportunities for students / pupils learning and will, in return, expect staff and 
volunteers to agree to be responsible users. 

Acceptable Use Policy Agreement  
 

Statements Notes  

I understand that I must use school ICT systems in a 
responsible way, to ensure that there is no risk to my safety or 
to the safety and security of the ICT systems and other users. 

Not opening suspicious email 
attachments. Not sharing 
passwords, keeping virus 
protection up to date etc.  

 

 I recognise the value of the use of ICT for enhancing learning 

and will ensure that students / pupils receive opportunities to 

gain from the use of ICT. 

  

I will, where possible, educate the young people in my care in 

the safe use of ICT and embed e-safety in my work with 

young people. 

  

• I understand that the school will monitor my use of the ICT 

systems, email and other digital communications. 
  

I understand that the rules set out in this agreement also apply 

to use of school ICT systems (eg laptops, email, VLE etc) out 

of school, and to the transfer of personal data (digital or paper 

based) out of school 

  

I understand that the school ICT equipment  are primarily 

intended for educational use and that I am personally 

responsible for the non-educational use of any school 

provided equipment. 

  

I will not disclose my username or password to anyone else, 

nor will I try to use any other person’s username and 

password. I understand that I should not write down or store a 

password where it is possible that someone may steal it. 

  

I will immediately report any illegal, inappropriate or harmful 

material or incident, I become aware of, to the appropriate 

person.   

  

I will not access, copy, remove or otherwise alter any other 

user’s files, without their express permission. 

  

I will communicate with others in a professional manner, I 

will not use aggressive or inappropriate language and I 

appreciate that others may have different opinions. 
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I will ensure that when I take and / or publish images of 

others I will do so with their permission and in accordance 

with the school’s policy on the use of digital / video images. I 

will not use my personal equipment to record these images, 

unless I have permission to do so. Where these images are 

published (eg on the school website / VLE) it will not be 

possible to identify by name, or other personal information, 

those who are featured. 

  

I will only use chat and social networking sites in school in 

accordance with the school’s policies. 

  

I will only communicate with students / pupils and parents / 

carers using official school systems. Any such 

communication will be professional in tone and manner. 

(schools should amend this section to take account of their 

policy on communications with students / pupils and parents / 

carers. Staff should be made aware of the risks attached to 

using their personal email addresses / mobile phones / social 

networking sites for such communications) 

  

I will not engage in any on-line activity that may compromise 

my professional responsibilities. 

  

When I use my mobile devices (PDAs / laptops / mobile 

phones / USB devices etc) in school, I will follow the rules 

set out in this agreement, in the same way as if I was using 

school equipment.  I will also follow any additional rules set 

by the school about such use. I will ensure that any such 

devices are protected by up to date anti-virus software and are 

free from viruses.   

  

I will not use personal email addresses on the school / 

academy ICT systems. 

  

I will not open any hyperlinks in emails or any attachments to 

emails, unless the source is known and trusted , or if I have 

any concerns about the validity of the email (due to the risk of 

the attachment containing viruses or other harmful 

programmes) 

  

I will ensure that my data is regularly backed up, in 

accordance with relevant school / academy policies. 

  

I will not try to upload, download or access any materials 

which are illegal (child sexual abuse images, criminally racist 

material, adult pornography covered by the Obscene 

Publications Act) or inappropriate or may cause harm or 

distress to others. I will not try to use any programmes or 

software that might allow me to bypass the filtering / security 

systems in place to prevent access to such materials. 

  

I will not try (unless I have permission) to make large 

downloads or uploads that might take up internet capacity and 

prevent other users from being able to carry out their work. 

  

I will not install or attempt to install programmes of any type 

on a machine, or store programmes on a computer, nor will I 

try to alter computer settings, unless this is allowed in school / 

academy  policies. (schools / academies should amend this 
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section in the light of their policies on installing programmes / 

altering settings) 

I will not disable or cause any damage to school / academy 

equipment, or the equipment belonging to others. 

  

I will only transport, hold, disclose or share personal 

information about myself or others, as outlined in the School 

Personal Data Policy (or other relevant policy). Where digital 

personal data is transferred outside the secure local network, 

it must be encrypted. Paper based Protected and Restricted 

data must be held in lockable storage. 

  

I understand that data protection policy requires that any staff 

or student / pupil data to which I have access, will be kept 

private and confidential, except when it is deemed necessary 

that I am required by law or by school / academy policy to 

disclose such information to an appropriate authority. 

  

I will immediately report any damage or faults involving 

equipment or software, however this may have happened. 

  

I will ensure that I have permission to use the original work of 

others in my own work 

  

Where work is protected by copyright, I will not download or 

distribute copies (including music and videos). 

  

I understand that this Acceptable Use Policy applies not only 

to my work and use of school / academy ICT equipment in 

school, but also applies to my use of school / academy ICT 

systems and equipment off the premises and my use of 

personal equipment on the premises or in situations related to 

my employment by the school / academy 

  

I understand that if I fail to comply with this Acceptable Use 

Policy Agreement, I could  be subject to disciplinary action.  

This could  include (schools / academies should amend this 

section to provide relevant sanctions as per their behaviour 

policies) a warning,  a suspension, referral to Governors  and / 

or the Local Authority  and in the event of illegal activities 

the involvement of the police. 

  

 

I have read and understand the above and agree to use the school ICT systems (both in and out of 
school) and my own  devices (in school and when carrying out communications related to the school)  
within these guidelines. 
 
Staff / Volunteer Name  

Signed 

Date       
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Appendix 4 
Parent / Carer Acceptable Use Agreement 

 

Digital technologies have become integral to the lives of children and young people, both within schools and 

outside school. These technologies provide powerful tools, which open up new opportunities for everyone. They 

can stimulate discussion, promote creativity and stimulate awareness of context to promote effective learning. 

Young people should have an entitlement to safe internet access at all times.  

This Acceptable Use Policy is intended to ensure: 
• that young people will be responsible users and stay safe while using the internet and other communications 

technologies for educational, personal and recreational use.  

• that school systems and users are protected from accidental or deliberate misuse that could put the security 
of the systems and users at risk. 

• that parents and carers are aware of the importance of e-safety and are involved in the education and 
guidance of young people with regard to their on-line behaviour.  

The school will try to ensure that pupils will have good access to digital technologies to enhance their learning and 

will, in return, expect the pupils to agree to be responsible users. A copy of the Pupil Acceptable Use Policy is 

attached to this permission form, so that parents / carers will be aware of the school expectations of the young people 

in their care.  

Parents are requested to sign the permission form below to show their support of the school in this important 

aspect of the school’s work. 

Permission Form 
 

Parent / Carers Name     Student / Pupil Name  

As the parent / carer of the above students / pupils, I give permission for my son / daughter to have access to the internet 
and to ICT systems at school.  
 
I understand that the school has discussed the Acceptable Use Agreement with my son / daughter and that they have  
received, or will  receive, e-safety education to help them understand the importance of safe use of technology and the 
internet  – both in and out of school.  
 
I understand that the school will take every reasonable precaution, including monitoring and filtering systems, to ensure 
that young people will be safe when they use the internet and ICT systems. I also understand that the school cannot 
ultimately be held responsible for the nature and content of materials accessed on the internet and using mobile 
technologies.  
 
I understand that my son’s / daughter’s activity on the ICT systems will be monitored and that the school will contact me if 
they have concerns about any possible breaches of the Acceptable Use Policy.  
 
I will encourage my child to adopt safe use of the internet and digital technologies at home and will inform the school if I 
have concerns over my child’s e-safety.  
 
Signed       Date 
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Photographs and Video 

Consent Form 
Photographs and videos will be used where they are deemed essential for performing the public 

task of the school. Where photographs are required for other purposes, these purposes will be 

documented and explicit consent sought. 

The retention period for photographs and videos will be documented in the retention policy. At the 

end of the retention period photographs will either be destroyed, or may be retained photos for 

archiving purposes in the public interest. 

Please also note that when your child is in a public venue (such as a county sports event) local 

media may take photos. You are able to object to this processing and we will give you prior 

knowledge if and when we know third-parties will be present at external events. 

Where photographs are used as part of a display we will not accompany the photograph with any 

other identifiable information such as names. 

Photographs and video will only be taken using school equipment and must represent the school 

and children positively – inappropriate, negative, embarrassing or distressful photos will not be 

used.  

Consent will be sought from parents/careers. Where parental consent has been obtained, this will 

be use as the lawful basis.  

We collect and use photographs for the following purposes. 

Please tick the box to confirm you agree to the use of photographs for that purpose: 

For display in children’s books whilst working individually or in groups of two or 

more  
 

For display in access controlled areas of the school (such as corridors, classrooms)  

For display in an individual’s leaving card   

For display in public areas of the school (such as reception, playgrounds)  

For use in the school newsletter and other printed documents (such as the 

prospectus) 
 

For use on the school website  

For use on social media (such as PTA Facebook page)  

School photographs can be provided to the media for publication or broadcast  

Note: 

Photographs used in YR for each child’s individual learning diary will be explained by your 

child’s class teacher and consent will be sought at this point. 
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I have read and understood the information. 

I agree for my / my child’s photographs and video to be used for the purposes described. 

 

Pupil Name  

Name of parent/carer  

Signature of parent/carer   

Date:  

 

If you wish to withdraw consent, please ask the school office for a consent withdrawal form 
 
following this we have copied, for the information of parents and carers, the Student/Pupil Acceptable Use 

Agreement as below:  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



25 

 

Appendix 5 

Student / Pupil Acceptable Use Policy Agreement – for EYFS &  KS1 

My ICT Rules   

 

 
 

At West Hove Infant School the children learn some simple rules for keeping 

themselves safe when using the computer.  Please read and agree the rules below 

with your child:- 

If I am writing a message (postie, blog, or other message) or anything that someone 

else will read (e.g. a home page or wiki). 

I will : 

 always ask a grown up before I use a computer; 

 only message if a grown up knows; 

 be kind and polite – do not hurt anyone’s feelings; 

 never log on as someone else; 

 only use a nickname or first name; 

 never share my address; 

 never talk to strangers; 

 be clear – write in sentences; 

 be polite – SHOUTING is rude! 
 

If I am reading a message or looking at anything on the computer. 

I will: tell a grown up I trust if I don’t like something I see or it upsets me 

If you understand these rules please put a tick in the box below and ask your parents 

or carers to the sign the form. 

Child’s name…………………………………………..…………………… 

 

Parent/Carers name…………………………………………………… 

 

Date………………………………….………………………………………….. 


